
DEFENSE SECURITY COOPERATION AGENCY

WASHINGTON, DC 20301·2800

JUN 25 2003

MEMORANDUM FOR FOR AIG 8797

SUBJECT: Enrollment Process for the Security Cooperation Information Portal (SCIP)

Reference: Message, SECDEF Washington DC//USDP-DSCA, Subject: Security
Cooperation Enrollment Process, DTG 091310Z MAY 03
(Policy No 03-11)

This memorandum plus the referenced message (Attachment 1) constitute DSCA's
policy position on the SCIP enrollment process for Foreign Military Sales customers.
Attachment 2 is a suggested letter that requests each country to designate a Host Nation (HN)
Token Administrator and alternate, whose duties will be to receive and account for tokens,
distribute them to HN personnel, to identify to DSCA the permissions required by each HN
user on the SCIP, and to serve as the authorizing agent ifpasswords need to be reset.
Attachment 3 is a suggested memorandum that may be used as a model for the HN's response
and is to be enclosed with Attachment 2.

DSCA requests that each Security Assistance Organization (SAO), Defense Attache
(DATT), and Foreign Service Officer (FSO) address and issue Attachment 2 to the HN so that
the sender is the Chief of the SAO and the addressee is the appropriate host country
representative. This letter should be delivered by 7 July 2003. Please be sure to enclose
Attachment 3 with Attachment2.

Your assistance is appreciated. Should you have additional questions, please contact
Mr. Brent Pearlstein at brent.pearlstein@dsca.mil, commercial (703) 601-3748, DSN 329-3748.

Mark P. Scher
Chief Information Officer



Attachments:

1. USDP-DSCA Message, DTG 091310Z May 03
2. DSCA Sample Letter, undated
3. DSCA Sample Memorandum, undated
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UNCLAS
$tffiJ$:C'I': S~CURITY COOPERATIPN PORTAL ENRPLLMENT PROCESS
1.(U) THIS l'!ESSAGE IS FQas~TY ASSISTANCE ORGANIZJ\:TION 'SAO}
CHIEFS ANI:) DEFENSE A'l"I'ACHE;S (DATTS) P~FORM:ING SECURITY ASSISTANCE
FUNCTIONS· WORLDWIDE.
2. (0) THE DEFENSE SECmUT'/ COOPERATIONA(';,EN'tY tI)9CA~ IS ESTABLISliING
A NEW WR·SS:M'E KNOWN AS THE SECUJUT'i COOPERIlTION !NFORMAT:tO.N PQRTAL
(SOP). USING serp. SAOS AJ!l'D INTERNAT:l:ON"AL CUSTOMERS WILL BE ~ETO

VIEW THE STATUS OF THeIR FOREIGN MILITARY· SALES lFMS) CAS:ES MD
PERFORM FUNCTIONS SUCH AS SUBMIT'!'ING REQUISI T-IONs, SUPPLY inSC~ANCY
REPORTS.E~C. THE PORTAL IS ABOUT TO BECOME OPERATIONAL. oUR ...
OBJECTIVE IS 1}:'0 ACHIEVE WID~SPREAD ENROLLMENT OF USERS IN MAY 2003.. '
.3. ~U) USERS WHO ARE FOREIGN NATIONALS~ WHETHER DOD FOREIGN SERVICS
NAT1¢NAL (FEN) EMPLOYEES OR FMS CUSTOMERS. AND U.s. CITIZENS WORKING
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FOR CUSTOMEF(S ~ E. G. j IN.;\N E:MSPI$SY ·IN ·WA.~·INGTON) WilL BE REQUIREO '1'0
MVE AN ID~IFICATION DEVICE CALLEDAT01<EN FOR. THE..POltTAL .. THIS
TDKE$ WI·~L BE ~,COMMERCIAL PRObqGTKNOWNAS A REA. SBCQRIC CARD.THlS
CARD CONTAINS A CLOCK THAT PIWOUCES A NEW sn-DIGIT AAN!JOM NUMEER
EVER'i MINUTE. THE USERS MUST TYPE IN THESE RANOOM NUMB.ERS AFTER '!'HEIR
PASSWORDS. NO SPECIAL USER EQTIx·PMDiT IS R~QWRED OTFJER THAN Ji.
RELATIVELY RECENT VERSION OF MICFl.OSOFTOR NE'l'SCAPE e:ROWSER. DOD
EMPLOYEES WHO ARE U.S. crTI~ENS WILLi USE CONVENTIONAL USER-NAMES AND
PASSWORDS IN THE NEAR TEBM ,lum A DOD COMMON ACCESS CARD (CAC ~ IN '!'HE
LONG TERM. DSCA INTENDS INITIALLY TO FURNISH A SMALL NUMBEll OF TOKENS
TO EACa COUNTRY. IF THE PORTAL IS ·SUCCESSFUL, WE WILL EXPAND THE
QtrnNTITY. COUN1'RIES WILL BE: ABLE TO PURCHASE TOKENS BEYOND THEIR
ALLOCATION vu. FMS CASES.
4~ (Uj DSC1I. wnLALSO PROVlbE TOl{ENSFOR SAO FSN EMPLOYEES AS NEEDED
TO PEIWORl1 rna FUNCTIOlfS.
5. nn TO MANAGE THE TO~S" THE FOLLOWING ACTIONS JUU: REQUIRED OF
THE SAO CHIE,FS·ANtl OATTS:
A.DESIGNA'l'E BY LETTER A V.~'. CITIZEN 5t>..0.T~ AJjMIN.rSTRATOR .AND
ALT~TE {IF AVA,ILABI$)TO MA.INl'AlllT "AcaA+N OF COSTODY FOi{ THE
TqKENSTOBE USED E't FsN$ IN YOVR OF.F!CE~ TO~STER PAsSWORDS.

PAGE .03 RUEKJCS2129 ONCLAS
IF THERE IS ONLY ONE U. 5 ~ CITIZll:ti IN TfiEOFFICE. NO AL'I'ElW1\.TE IS
REQUIro;.D- THE LETTER MU$T INCLUDE TH:ENAMES~ SIGNl'.'rtJR:£S,
TELEPHONENOMBERS. AND E-MAtL ADDRESSES· OF THE SAO
CHIEFIDATT, THEADMI·NISTRATOR. AND ALTERNA"rE (IF AVAILABLE) AND THE
NUMBER OF FSNS REQUIRING TOKENS. MAIL THE LETTER TO DSCA. ATTN~
DIRECTORATE FOR IT (MR. BRENT PEARLS'l"El:.N) 1 1111 JEFFERSON DAVIS HWY 1
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ARLINGTON, VA ;jl2i02 oR FAX A COPY TO 703-602-783&.
e. IN my. DSCA WI LL sE1l1O YOU A FORMAL LETTER FOR DEL IVER.Y TO THE
HOST NATION (HN) REQUESTING· DESIGNATION OFA EN TOKEN ADMINISTAATOR
ANDALTE:RNATE. THE DUTIES OP THESE lIN DESIGNEES WILL BE TO RECEIVE
J\NDACCOUN'I' FOR TOKEN'S, DISTRIBUTE THEM TO HN PERSONNEL. AND !DENTIFY
TQDSCA THE- PERMISSIONS REQUIRED BY EACH liN TOKEN USER ON THE PORTAL.
WHILE THE -liN MAY DES!GNATE U$ERsINsAcHOF ITS·ARMED SERVICES, THERE
MUST EEASrNGLE OVERALL fiN· Tc;KEN ADMnnSTRATOR RESPoNSIELE FOR
COMMUNICATING WITH- DSCA~ THAT INDIVltlUALMlI.Y BE ASSIGNED TO THEHNS
EMBASSY IN WASHINGTON IF A:P:PROPRIATE-.
C. ONCE HN TOKEN :ADMINISTRATORS HAVE BEEN OEstGN:ATEC. osc~ WILL SHIP
TOKENS TO THE SAO CHIEF/DAT'!' wHo MuST OBT~ A :SIGNED REcEIPT F1WM
THE HN TOKEN ADMINISTRATOR AND FORWARD THE RECEIPT TO DSCA. IF "TaEHN"
TOKENADM:1NISTRATOR IS· IN WASHINGTON, DSCAWILL .MAKE- THE .DELIV'ERY~
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MOST CGWTRtES WiLL R£CEIVE ONLY ONE TOKEN IN. THE INITIAL
DISTRIBUTION; C.OUNTRIES WITH THE LARGER FMS. FROGRAMS WILL RECEIVE
ADDI1'IONAL TOKE:Ns·. THe·TOK.E:N QUANTITIES Io.iAY BE At\JUSTED WHEN ACTUAL
t.iSAGE/NEED IS DETERMINED T.· .

6; .( Ul psc~. RECoGNl;Zis THAT: TOKEN-BASED ACP:SS .~i:JWrROL f!.EOU!REs MORE
ADMIN"IS:r·RATION THAN Tris TR.ADlTIONAL USER ·lil:AME: AND PASSWORD l\.PPROACH~

HOWEVER. DOD ·PoWCy MANDATES srnbOOER .CONTRC,lLS.. ·WE ~ TRVI..tiG TO MNm
THIS 5IMt!LB. Fba- TirE S/lIO $ CO:STOMM. WHILE' POSING: tm·E' DItIq~E rb
PROTECT EACH .CdUNTRY' S FMS DATA. oVER TIME. n.$C~. EX:I?ECTS TO USE THE
PORTAL '"5 AUTHENT'rqAT"iON sYSrrEM FOR NUM:etto,US. OTHER. ::SER.YIcE~. ~uca AS
THE SECURI'I'Y ASSISTANCE NETWORK.
7 ~ {U) ?LRASE SEND QUESTIONS, COMMENTS,oR SUGGESTIONS VIA E-MAiL TO
MR. BRENT PEARLSTEIN AT BRENT. PEARLSTE IN@-DsCil •.MlI,l , COMM
C'03") 601-3748~ DSN 329-1,74:8.
Rt.
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Dear (In-Country Host Nation Point of Contact):

The Defense Security Cooperation Agency (DSCA) is establishing a website known as
the Security Cooperation Infonnation Portal (SCIP). This portal will enable Foreign Military
Sales (FMS) customers and DoD personnel to view FMS case data from a tri-service
perspective and perfonn such functions as submitting requisitions and Supply Discrepancy
Reports on-line. Before the development of the SCIP, this kind of data was available only by
individual U.S. Military Department (MILDEP) and there was no method for the FMS
customers to view all oftheir case data from the systems of all three MILDEPs in one view.
Now, SCIP users will be able to view the data contained in those systems on-line via a web­
browser.

International customers will only have access to data that is pertinent to their country
and that they are authorized to view and to transaction sets that they are authorized to input.
DSCA will empower each country to specify what portion of its data will be available to each
of its users and those transactions that each user can enter. For each SCIP user, the country
will annotate its preferences on a SCIP enrollment fonn that will be submitted to DSCA for
review. After checking each fonn for errors, DSCA will activate the requested access.
DSCA will safeguard each country's data by restricting access on the basis of country and
defined user roles. The SCIP will pennit the user to select how to view the data in customized
reports and will allow for changes to that view, more detailed views, or export of the data into
EXCEL spreadsheets.

Users who are foreign nationals or US citizens working for customers (e.g. in an
embassy in Washington) will be required to have an identification device called a "Token" for
the SCIP. This token will be a commercial product known as a "RSA SecurID Card". The
card contains a clock that produces a new six-digit random number every minute. The users
must type in the random numbers after their passwords. No special user equipment is
required other than Internet access and a relatively recent version of a Microsoft browser.
DSCA intends initially to furnish a small number of tokens to each country. If the SCIP is
successful, we will expand the quantity. Countries will be able to purchase tokens beyond
their allocation via FMS procedures.

Request you reply to DSCA by 31 July 2003 with your designation of a Host Nation
(RN) Token Administrator and alternate whose duties will be to receive and account for
tokens, distribute them to HN personnel, to identify to DSCA the pennissions required by
each HN user on the SCIP, and to serve as the authorizing agent if passwords need to be reset.



While the HN may designate users in each of its armed services, there must be a single
overall HN Token Administrator responsible for communicating with DSCA. This
designation must be on official national letterhead and include the signature and title of the
designating official in addition to the signatures and contact information of the HN Token
Administrator and alternate. An attachment to this letter is enclosed providing suggested
wording for your reply. Please note that the signature of the latter two designees will serve as
the basis for user permissions to be entered into the SCIP and will be retained on file in
DSCA for that purpose. Please note that the HN Token Administrator may be assigned to the
HN's embassy in Washington D.C. if appropriate. Communications will be via email,
telephone, or facsimile.

Once the HN Token Administrators have been designated, DSCA will ship the tokens
to the Security Assistance Organization (SAD) Chiefor Defense Attache (DATT) or Foreign
Service Officer (FSO) who will obtain a signed receipt from the HN Token Administrator and
forward the receipt to DSCA. This assumes the HN Token Administrator is located in­
country. Ifthe HN Token Administrator is in Washington D.C., then DSCA will make the
delivery, obtain the receipt, and inform the SAO Chiefor DATT or FSO.

We expect that users will find the SCIP a welcome innovation and useful addition for
managing FMS cases, lines, requisitions, and Supply Discrepancy Reports. Please send
questions, comments, or suggestions via e-mail to Mr. Brent Pearlstein at
brent.pearlstein@dsca.mil, commercial (703) 601-3748.

Sincerely,
(Signature of the SAO Chief)

Signature Block ofthe SAO Chief



Host Nation Letterhead 
GOVERNMENT OF _____________________ 

Address 
 

 
Defense Security Cooperation Agency 
Information Technology Directorate  
2800 Defense Pentagon 
Washington, DC  20301-2800 USA 
 
SUBJECT:  Designation of Host Nation Token Administrator and Alternate 
 
 
1.  The personnel listed below have been designated by the Government of _______ to act as 
Token Administrator and Alternate Token Administrator for the Security Cooperation 
Information Portal.  
 
2.   Should you have any additional questions, please contact (printed name, title, phone 
number, fax number, email, and address of the Designating Official) 
 
 
 
 

Signature of the Designating Official 
Signature Block of the Designating Official 

 
 

1.  Token Administrator: 
Name (Printed)                   _____________________________ 
Title                                    _____________________________ 
Telephone Number            _____________________________ 
Fax Number                       _____________________________ 
Address                              _____________________________ 
Signature                             ____________________________ 
 
 
2.  Alternate Token Administrator: 
Name (Printed)                   _____________________________ 
Title                                    _____________________________ 
Telephone Number            _____________________________ 
Fax Number                       _____________________________ 
Address                              _____________________________ 
Signature                            _____________________________  
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